CHAPTER 3
THE OPEN-COURT PRINCIPLE, LITIGANT PRIVACY, AND ELECTRONIC COURT RECORDS 

A. Introduction

Courts, not unlike many others actors in society, eager to show that they are not lagging behind the times, have tended to embrace technology, whose promise of simplicity and efficiency is difficult to ignore. However, in so doing, and in a sincere effort to promote and expand access, they, again like many others, have overlooked some of the perils inherent in the uninformed or impulsive use of complex innovative tools.

This is particularly true with respect to electronic or online court documents, which tend to raise significant issues, only now beginning to attract sober thought, amidst the unbridled enthusiasm that originally greeted them. Particularly, I refer to the inadvertent disclosure of personal information in ways unanticipated by existing rules and the resulting affront to the very access to justice that digital files were meant to promote.

Canada’s Privacy Commissioner pointed to this emerging predicament, cautioning that:  “the open-court rule — which is extremely historically important — has become distorted by the effect of massive search engines.”[footnoteRef:1] [1:  Kirk Makin, “Online Tribunal Evidence Leaves Citizens’ Data Open to Abuse” The Globe and Mail (20 August 2008) A5.] 


Information of this nature has always been public — with excellent reason. The distinction between the past and present circumstance lies in the new conception of “accessibility”; namely, there is now an audience of incalculable numbers with indiscriminate access to bits and pieces of sensitive, personal information in an unprecedented fashion.[footnoteRef:2] [2:  See Canadian Judicial Council, Model Policy for Access to Court Records in Canada (Ottawa: Judges Technology Advisory Committee, 2005), online: http://ciaj-icaj.ca/english/publications/ModelPolicyAccess_CJC_Septe.pdf [Model Policy for Access]. See also Rebecca Fairley Rainey, “The Jury is Out on Online Court Records” Online Journalism Review (25 January 2002), online: www.ojr.org/ojr/law/1015015443.php. Rainey refers to two policies issued by both the federal Judicial Conference and the California Judicial Council in which certain restrictions were placed on online posting of court records with a particular focus on limiting the personal information available in electronic versions of court records. According to Rainey, “[t]he reasoning, in both policies, is that releasing records to a broad audience on the Internet would expose plaintiffs, defendants and jurors to the risk of identity theft through the publication of the extensive personal information collected in civil proceedings.”] 


Not surprisingly perhaps, new technology can and has produced some very unfortunate by-products, ranging from identity theft, to participants in the justice system receiving threatening messages from parties entirely removed from the case. 

Take for example the 9/11 Moussaoui case[footnoteRef:3] where, in order to promote transparency in such a high profile matter, the United States District Court for the Eastern District of Virginia decided to “broadcast” the proceedings on the Internet. Testimony, evidence, and related material were made available to the general public in the interest of a public trial. It turned out that strangers to the case began to threaten witnesses and others outside the courtroom.  [3:  United States v Moussaoui, 483 F 3d 220 (4th Cir 2007) [Moussaoui].] 


Whereas the above-recounted incidents in Moussaoui were isolated and presumably spontaneous, the United States Department of Justice warns of an entire web-industry organized and dedicated to collecting information from Internet court dossiers, with an eye towards intimidation and retaliation. Consider one of the many instances of witness bullying, enabled — or at the very least greatly facilitated — by electronic records,[footnoteRef:4] as Snyder recounts: [4: 
 See e.g. David L Snyder, “Nonparty Remote Electronic Access to Plea Agreements in the Second Circuit” (2008) 35:5 Fordham Urb LJ 1263.] 

Arrested for interstate drug trafficking in New Mexico, “Stewart” agreed to cooperate with authorities and testify against his co-defendants. The government filed Stewart’s plea agreement with the court, and an electronic version became available for download to the Public Access to Court Electronic Records (“PACER”) service. Shortly thereafter, Stewart’s PACER files where featured on whosarat.com, a website that claims to have exposed the identities of more than 4,300 cooperating witnesses and undercover agents. In an effort to intimidate Stewart from testifying, his co-defendants plastered the whosarat.com materials, which labeled Stewart a “rat and a snitch,” on utility poles and windshields in Stewart’s neighborhood, and sent them by direct mail to residents in the area.[footnoteRef:5] [5:  Ibid at 1264.] 


In addition to the embarrassment it can generate, unrestricted digital access may dissuade individuals in sensitive contexts such as in the now infamous Ashley Madison privacy scandal from availing themselves of legal remedies for fear of being further exposed or even re-victimized[footnoteRef:6].  Moreover, free-for-all admission to court records online significantly facilitates witness–litigant bullying, and may even nourish an intimidation industry. This is certainly not to suggest that litigants could not be embarrassed, or that witnesses could not be “reached” prior to the Internet age; it is merely that these pre-existing difficulties are exponentially worsened by the indiscriminate posting of court records online, due to the nature of the networked environment.[footnoteRef:7]  [6:  See e.g. “"One of my first reactions was that Ashley Madison may be less of a class action risk than we would usually see because I'm not sure there are going to be a lot of potential representative plaintiffs who will want to come forward," says Catherine Beagan Flood, a partner at Blake Cassels & Graydon LLP. Jennifer Brown, “Will Ashley Madison customers launch class action over hacking incident?” legal feeds (22 July 2015), online: Thomson Reuters <http://www.canadianlawyermag.com/legalfeeds/2808/will-ashley-madison-customers-launch-class-action-over-hacking-incident.html>  Not surprisingly, those who did come forward as the ink here dries are a widower and a single gentleman rather than the expected married individual who presumably sustained more harm on a site such as this .]  [7:  See discussion on the differences between “Paper versus the Net,” below.] 


Therefore, blanket filing, although aimed at enhancing accessibility, can in fact have the opposite effect online — inadvertently deterring participation in the justice system — thereby frustrating the very rationale underlying access[footnoteRef:8]. This unintended consequence arguably speaks to a phenomenon known as “translation,” coined by Justin Hughes in a different context or, the need to find “legal tools to reach roughly the same balance of interests in the Internet that we have developed for the rest of our world.”[footnoteRef:9] The Internet begs a sober rethinking of how we define access to court information in the Internet age, and of the current balance struck between this important value and privacy. [8:  As the Supreme Court of Canada subsequently recognized in AB v. Bragg  Communications Inc., 2012 SCC 46, [2012] 2 S.C.R. 567.]  [9:  Justin Hughes, “The Internet and the Persistence of Law” (2003) 44 BCL Rev 359 at 360, online: <http://lawdigitalcommons.bc.edu/bclr/vol44/iss2/4>.] 


As Lyria Bennett Moses explains in her paper on the general merits of revisiting norms in light of technological change, generally: “Existing rules were not formulated with new technologies in mind. Thus, some rules in their current form inappropriately include or exclude new forms of conduct.”[footnoteRef:10] For the purposes of our discussion, an approach to posting court documents that discounts the impact of the networked environment on justice participants’ rights (primarily privacy and dignity) constitutes a far elevated — and perhaps at times intolerable — “transaction cost” for access to the courts and must therefore be reconsidered. Plainly put, courts may wish to reconsider the advantages and, indeed, the constitutionality of unbridled disclosure of records online when the rationale underlying the practice is “explicitly or implicitly based on a premise that no longer exists, and [is] thus no longer justified”[footnoteRef:11] in light of technological change. The premise here being that blanket divulgation of data promotes access, and that privacy and transparency are countervailing in the cyber context. [10:  Discussing the scope of rules, see Lyria Bennett Moses, “Why Have a Theory of Law and Technological Change?” (2007) 8:2 Minn J L Sci & Tech 589 at 595.]  [11:  Ibid.] 


It stands to reason that, in this context, unrestrained disclosure can in fact disturbingly chill access to the courts. What is more, engaging in a de-contextualized “balancing exercise” between privacy and access becomes no more than an artificial enterprise if these values are not clearly defined or worse, if they are anachronistically conceived as adversarial in a virtual world where privacy can no longer be spatially confined and where “wholesale access” to data produces little meaningful information. As a result, “access” may no longer serve the rationales of openness and accountability and instead undermines the very entry to justice it was intended to foster.

More directly, I would like to suggest that litigant privacy, in particular, is as much about the ‘collective’ dimension of privacy — in this case the value of protecting faith in and access to the justice system — as it is about individual privacy rights and safeguarding litigants’ ‘personal information’ — itself a very charged and dynamic term. 

Moving a step beyond, and with an eye towards striking the optimal contextual balance between the value of privacy (both individual and collective) on the one hand, and transparency of process on the other, it is incumbent upon courts closely scrutinize the underlying rationale that the principle of open courts is intended to serve. For, as Australian scholar Sharon Roddick argues, these perceived purposes have had a significant bearing on how courts have responded and continue to respond to invocations of the right to privacy[footnoteRef:12] [12:  Sharon Rodrick, “Open Justice, the Media and Avenues of Access to Documents on the Court Record” (2006) 29:3 UNSWLaw Jl 90 at 93.] 


What then are the fundamental values controlling the above-cited openness that Roddick and others speak of[footnoteRef:13]? [13:  In a different context.] 

Primordially, they are public monitoring of judicial competence and impartiality. Not surprisingly, transparency of process serves to deter arbitrariness, as in the timeless words of Jeremy Bentham, open justice keeps the judge, ‘while trying, under trial’[footnoteRef:14] or more broadly as Resnik observes[footnoteRef:15] “to educate the public and discipline the state”[footnoteRef:16] [14:  Jeremy Bentham, The Works of Jeremy Bentham, vol 4, ed by John Bowring (Edinburgh: William Tait, 1843) at 316.]  [15:  Speaking of terrorism in particular and the importance of open process in that vein.]  [16:  Judith Resnik, “The Democracy in Courts: Jeremy Bentham, ‘Publicity’, and the Privatization of Process in the Twenty-First Century” (2013) 10 NoFo 77 at  78, online: <http://www.helsinki.fi/nofo/NoFo10RESNIK.pdf>.] 


How might this rationale apply to the digital age? Plainly put, in a manner mindful of its primary objective to visit scrutiny upon government (including but not limited to the judicial branch), not upon the parties themselves[footnoteRef:17] As Chantal Bernier observes, “What was meant to ensure impartiality and excellence of the court brings shame to the parties”[footnoteRef:18] [17:  Rodrick, supra note 12 at 100, 105-6..]  [18:  Expressed in Internet blog post by Me Bernier May 19, 2015 (on file with author).] 


Tellingly, even Bentham — not having fathomed the tribulations of the networked environment on point — recognized the ills of disproportionate publicity of judicial proceedings, notwithstanding his ferocious advocacy of openness. Eerily prescient (and today reminiscent of cases the likes of Costeja, Savir and their paradoxical negative repercussions on otherwise victorious plaintiffs) he observed that  “justifications for privacy included protecting participants from ‘annoyance’, avoiding unnecessary harm to individuals through ‘disclosure of facts prejudicial to their honour’ or about their ‘pecuniary circumstances,’ and preserving both ‘public decency’ and state secrets.[footnoteRef:19] [19:  Jeremy Bentham, The Works of Jeremy Bentham, ed by John Bowring (Edinburgh: William Tait, 1843) at 360 cited in Resnik supra note 16 at 85-86.] 


Today of course, examples abound of successful plaintiffs ‘losing’ in the above cited terms. That is not surprising because, as Roddick observes, “Most documents on the court record are created by the parties and often contain bald assertions and exaggerated allegations or claims which are completely untested and which may even be ruled inadmissible.”[footnoteRef:20] [20:  Rodrick, supra note 12 at 133.] 

Suffice it to cite a few. 
In what is at times referred to as the Globe 24 case, a Canadian mother of two teenaged sons googled herself for a very banal reason (to see if her email address had been changed back to her maiden name) only to find that the court details of a “tense” and protracted dispute with her ex husband figured prominently in the search[footnoteRef:21].  Especially shocking was the fact that the disturbing details were gleaned from CANLII, the Canadian website that publishes most court decisions despite their policy not to index such matters to avoid having them emerge in search engine result lists. [21:  Christine Dobby, “Canadians upset with Romanian website that exposes court case details” The Globe and Mail (04 January 2015), online: Thomson Reuters <http://www.theglobeandmail.com/report-on-business/industry-news/the-law-page/canadians-upset-over-romanian-website-that-exposes-court-case-details/article22284367/>.] 

Notwithstanding that precaution, it appears that the CANLII material was obtained by and posted on a foreign (Romanian) website, called Globe 24, that — to compound harms — was demanding money — payment by credit card or PayPal accepted (between 19 and 200 Euros) — in exchange for the suppression of personal details[footnoteRef:22]. [22:  Removal guaranteed by globe 24 within 12 hours for 200$. Dobby supra note 21. Based in Romania, Globe24h posts the full text of Canadian judicial decisions in a way that allows search engines, such as Google, to index the text of the decisions. As a result, decisions which contain deeply personal information (as can often be found in family law cases, bankruptcy cases, human rights complaints and refugee law cases).] 

Not surprisingly perhaps, these dubious practices of collecting and posting sensitive personal information without consent — that some considered tantamount to extortion[footnoteRef:23] — gave rise to multiple complaints, brought before the Office of the Privacy Commissioner of Canada. Concluding that Globe 24’s practices were unreasonable,[footnoteRef:24] it rejected its argument that a free removal process was available, in light of its terribly onerous character, as compared to its costly (remove for a fee) counterpart.  [23:  Dobby supra note 21. See also Christine Dobby, “How cyber shame scams are playing on our privacy fears and scaling up” Financial Post (29 March 2014), online: Postmedia Group < http://business.financialpost.com/fp-tech-desk/how-cyber-shame-scams-are-playing-on-our-privacy-fears-and-scaling-up?__lsa=9e0c-f9c3>.]  [24:  According to section 5(3) of PIPEDA, “[a]n organization may collect, use or disclose personal information only for purposes that a reasonable person would consider are appropriate in the circumstances.” The Privacy Commission found that Globe24h’s purpose is not to make judicial decisions accessible freely to all on the Internet, as the decisions were already available. ] 


Intriguingly, Globe 24 had argued that Canadians’ privacy would only be protected if the country’s judicial opinions were anonymized before being published online[footnoteRef:25], in light of the demonstrated futility of de-indexing in this instance. To that the Commission opines: [25:  Please see Chapter 4 on point.] 

 It is evident from the Model Policy that the CJC accepts, in spite of the importance of individuals’ electronic access to judgments, that a restriction against web indexing is necessary to address a serious risk to individual privacy, and that the benefits of such a restriction outweigh the negative impacts on the open courts principle. The Model Policy also establishes that the “unintentional” finding of court decisions in the course of a web search unrelated to those decisions would not be in furtherance of the open courts principle, and is thus to be avoided.

Furthermore, given the fact that Canadian courts, as well as CanLII and SOQUIJ, broadly respect the CJC’s restriction on web indexing, the reasonable expectation of Canadians is that while court decisions may be available online, personal information contained in those decisions should not be discoverable via popular search engines.[footnoteRef:26] [26:  Ibid, at paras 85-86.] 


The Canadian Judicial Council’s Model Policy for Access to Court Records in Canada states as follows: 
[I]f … judgements are posted on the Internet, it is a good practice to prevent indexing and cache storage from web robots or “spiders.” Such indexation and cache storage of court information makes this information available even when the purpose of the search is not to find court records, as any judgment could be found unintentionally using popular search engines like Google or Yahoo. Moreover, when the judgment is cache stored by the search engine, it is available to Internet users even if the court decides to withdraw the judgment from public access.

Similar policies are recommended by the OPC’s Guidance for Administrative Tribunals.[footnoteRef:27] [27:  Office of the Privacy Commissioner of Canada, Electronic Disclosure of Personal Information in the Decisions of Administrative Tribunals, (Ottawa: 2010).] 


That said, and as the Globe24 incident demonstrates, de-indexing, while helpful may not be sufficient for purposes of preventing the sort of reputational harms that cannot be undone, as others can easily manage to ‘re-index’ deeply sensitive information naturally housed in such decisions[footnoteRef:28]. Accordingly, The Commissioner found that Globe24h “has effectively undermined the balance between privacy and the open courts principle,”[footnoteRef:29] [28:  A broader discussion of this conundrum is available in Chapter 4.]  [29:  Ibid, at para 87.] 

Although —  and only following what might be considered significant pressure from the Privacy Commissioner did Globe 24 agree to delete some of the impugned personal data. However, there is no guarantee that this data has not been reproduced, and/or will not otherwise resurface. That in turn provides little assurance to the victims whose profoundly personal details have already been forever exposed and cannot be unlearned. 
Segueing from that cautionary tale, a second rationale offered in support of openness of proceedings is said to be that of “educating the public about the workings of the court.”[footnoteRef:30] Yet, a little knowledge is known to be a dangerous thing— particularly since the networked environment offers only decontextualized tidbits of otherwise sensitive information. In the words of Byrne J, the digital age “make the curial and adjudicative process less and less comprehensible to the person in the public gallery, thereby prompting us to revisit the propriety unbridled ‘transparency’.”  [30:  Rodrick supra note 12 at 94.] 


To paraphrase privacy scholar Daniel Solove, it is of a Kafkaesque rather than Orwellian privacy nightmare that we must be wary due to the cyber world’s fragmentary nature[footnoteRef:31] [31:  Daniel J Solove, The Digital Person: Technology and Privacy in the Information Age (New York: New York University Press, 2004) at 55 and 149.] 


B.	Back to Basics/Paper Versus Net: How Courts are Moving From Custodians to Publishers of Information

In order to emphasize the extent to which the current “balancing” fails to achieve its purpose in light of technological change, it is useful to first consider how court documents on the web differ from their paper counterparts. Although it is not the objective of this chapter to thoroughly set out all distinctions between “paper and the Net,” it is nonetheless useful to highlight a few important differences.[footnoteRef:32] [32:  For a discussion on the difference between paper records and electronic records, see Peter A Winn, “Online Court Records: Balancing Judicial Accountability and Privacy in an Age of Electronic Information” (2004) 79 Wash L Rev 307 at 315 [Winn].] 


First, court documents are no longer protected by the “practical obscurity”[footnoteRef:33] afforded by the paper records of years past. That translates into boundless, unprecedented, and unchecked distribution, with the ills commonly associated with most “good things” in unlimited and wholesale offering. “You were private by default and public by effort. Nowadays, you’re public by default and private by effort,” says Electronic Frontier Foundation Staff Attorney Lee Tien.[footnoteRef:34] [33:  See e.g. United States Department of Justice v Reporters Committee for Freedom of the Press, 489 US 749 (1989).]  [34:  Joel Stein, “Data Mining: How Companies Now Know Everything About You” Time (10 March 2011) online: <www.time.com/time/business/article/0,8599,2058114,00.html#ixzz1GaK2nAg.> Lee Tien is an attorney specializing in free speech and privacy issues at the Electronic Frontier Foundation, a non-profit civil liberties organization  based in San Francisco, California.] 


In addition, the courts have dramatically shifted from their traditional role of “custodians”[footnoteRef:35] of information or “passive repositories” of documents[footnoteRef:36] to active publishers, a distinct position clearly unanticipated by pre-existing disclosure rules and guidelines[footnoteRef:37] that feature a strong presumption in favour of wholesale publication and most stringently require “compelling” privacy interests to prevent disclosure. [35:  Kenneth Withers speaking at the Princeton University, Center for Information Technology Policy conference, “Privacy, Access, Technology, and the Future of Litigation in the United States” (13 May 2011), online (webcast): <http://citp.princeton.edu/event/privacy-access/>.]  [36:  Grayson Barber speaking at the Princeton University, Center for Information Technology Policy conference, “Privacy, Access, Technology, and the Future of Litigation in the United States” (13 May 2011), online (webcast): <http://citp.princeton.edu/event/privacy-access/>.]  [37:  Even the more recent. See e.g. The Sedona Conference, The Sedona Guidelines: Best Practices Addressing Protective Orders, Confidentiality & Public Access in Civil Cases (March 2007), online: <http://citpsite.s3.amazonaws.com/events/privacy-access/WG2_Guidelines_March_2007.pdf>.] 


AB v. Bragg[footnoteRef:38] — Derogating Slightly from Open Justice to Protect Access to Justice [38:  AB v Bragg Communications Inc., 2012 SCC 46, 2 S.C.R. 567 [AB].] 

In contrast to the above painted discouraging picture, the Supreme Court of Canada, which like most courts had hitherto adhered faithfully to unchecked transparency (with a few narrow exceptions) given the paramouncy of the open court principle[footnoteRef:39], has happily taken heed of the increasing and worrisome imbalance between privacy and transparency and more importantly its nefarious effect on access to justice.  [39:  see e.g. Nova Scotia (AG) v MacIntyre, [1982] 1 SCR 175 at 189, 132 DLR (3d) 385 [MacIntyre]. Inter alia] 


In a relatively recent landmark decision (2012)  A.B. v. Bragg[footnoteRef:40], the Court significantly recognized the relationship between protecting litigant privacy (even anonymity) and access to justice, calling unmitigated transparency into question in the digital age.  In a unanimous ruling in a matter preceding an action for defamation, Canada’s Highest court —  no longer insensitive to the burdens of unrestricted online posting considering the vicissitudes of the networked environment — allowed a teenaged cyberbullying victim to proceed anonymously before the courts. This permission was given in order for her to unmask the identity of her online tormentor without exposing herself to additional ridicule and humiliation for no other reason than for seizing the courts.  [40:  AB, supra note 32. ] 


Cognizant of the peculiar harms of the networked environment not only to the plaintiff herself (the value of individual privacy) but the deterrent effect on similarly situated individuals from pursuing justice (the value of access), it similarly issued a publication ban relating to the false sexualized Facebook profile forming the object of the action. In so doing, the Court took sober note of a significant change in circumstances (the advent of digital technologies), which must in turn give rise to a rethought approach to judicial publication. 

Former Privacy Commissioner Jennifer Stoddart praised the decision, noting : 
“Victims willing to go to court face the extremely daunting prospect that, because information can now live on forever on the Internet, it can follow them around for the rest of their lives... This decision shows that the courts understand the realities of today’s technology and society, and that they will not allow those who seek justice to be re-victimized.”[footnoteRef:41] [41:  Office of the Privacy Commissioner of Canada, Commissioner welcomes Supreme Court decision recognizing the importance of protecting young people's privacy (Ottawa : 1 October 2012). ] 


Although the opinion was handed down somewhat narrowly, accounting specifically for the “inherent vulnerability” of youth or children in its underlying rationale, it may nevertheless be extended to the publication of court records more generally, beyond the particular case of minors.

All in all, AB may be deemed an important first step towards a new understanding of privacy protection in  the justice setting. 


CLoss of Control Over Court Documents and the Inability to “Correct” Later

Most significantly, although conceptions are changing in Common Law jurisdictions, the general lack of a cohesive and institutionalized framework increasingly involves a loss of court control over its own materials. That is to say that once unleashed online — however inadvertently — most of these files cannot be edited, effectively redacted, or recalled; often despite the court’s wishes and best efforts to do so. That in turn might do violence to the judge’s duty to control court documents and indeed protect litigants before them.

In this rapidly evolving area, no case better illustrates the erosion of judicial dominion or oversight over online documents than the following matter, which arose in Israel most recently.[footnoteRef:42] [42:  Doe v Doe (Ploni v Almoni), (2006) Tel Aviv Magistrate Court 06/17485.] 


Succinctly, a man (A) who purposefully kept his sexual orientation secret sued an Internet dating site (dedicated exclusively to same-sex couples). The company refused to delete postings by a former lover who the plaintiff alleged had assumed his online pseudonym in order to reveal his true identity and spread falsities regarding his HIV status. Following the standard practice, the pleadings were automatically and instantaneously posted online by the court system, including the very same impugned damaging details regarding the plaintiff’s orientation, sexual practices, and health that prompted the suit. Although the judge did order the inflammatory details be promptly redacted from the decision at A’s lawyer’s request, immediately following publication, the first copy of the pleadings were left “floating” around cyberspace and could neither be tracked down nor effectively eliminated. Of course counsel’s tardy realization that the statement of claim would be posted online in accordance with the court’s standard practice was presumably at least partially to blame for the lamentable result. However, this phenomenon is quite common, as attorneys, not unlike judges, gradually awaken to the darker side of technology — certainly at a far slower pace than that at which documents can be electronically filed and distributed worldwide.

What is clear from this unfortunate matter is the courts’ loss of mastery over its own materials, contrary to one of the foundational principles of accessibility; namely, that the court controls its documents, the idea that it “[h]as a supervisory and protecting power over its own records”[footnoteRef:43] and that the “[a]uthoring judge, not publisher, is responsible for contents of judgment.”[footnoteRef:44] It is a state of affairs that presumably undermines judicial authority, creating absurd situations in which official anonymized versions of court files coexist alongside unedited copies, floating around cyberspace. [43:  MacIntyre, supra note 33.]  [44:  See Kate Welsh, “Court Records Access in Canada” (Presentation delivered at the 6th
Conference on Privacy and Public Access to Court Records, Williamsburg, 6–7 November 2008) at slide 23, online: <www.privacy.legaltechcenter.net/privacy>. LINK ROT] 


Moreover, whereas judges take pains to draft judgments in restrained and respectful language, lawyers — not to mention self represented litigants — are hardly as careful in phrasing their statements of claim and motions. With electronic records and e-filing, these often inflammatory declarations can be propagated on the World Wide Web for all to see. As noted, even if later “withdrawn,” the damage caused is potentially irreparable.[footnoteRef:45] [45:  As the case of Benedikt v ChoicePoint, No. MRS-L-1084-07 [settled on the eve of trial] arguably illustrates. [Benedikt v ChoicePoint].] 


As Winn cautions:
The world of electronic information is a far less forgiving place . . . the simple abstract rules developed for a world of paper-based information may no longer suffice to resolve complex problems of judicial information management . . .  The failure of the legal system to maintain the ancient balance between access and privacy will lead to the greatest danger of all — inhibiting citizens from participating in the public judicial system.[footnoteRef:46]  [46:  Gary Dickson, “Administrative Tribunals, Privacy and the Net” (Paper delivered to a Canadian Bar Association audience, 30 January 2009) at 20, online: <www.oipc.sk.ca/Resources/Administrative%20Tribunals.pdf>.] 



Accordingly, contingencies must be instituted promptly to mitigate these risks and their nefarious impact both on litigant privacy and access to justice itself.


A Comparative Perspective
The European construction of litigant privacy in the digital age is illuminating and merits an overview[footnoteRef:47], however brief and superficial for our purposes[footnoteRef:48]. [47:   As a more in-depth analysis of the complex national and supranational framework exceeds the scope of this endeavour.]  [48:  As a thorough discussion of the especially complex European framework is far beyond the scope of this modest endevavour,] 


In France, not unlike most democracies, open proceedings remain the default rule as explicitly set out in articles 6-1 and 8 of the European Convention of Human Rights [footnoteRef:49] inter alia [footnoteRef:50] and more specifically in  Directive 95[footnoteRef:51]. Thus, as the courts there have opined [translation]  [49:  European Convention for the Protection of Human Rights and Fundamental Freedoms, as amended, Council of Europe 1950. ]  [50:   See Ramu de Bellescize “Faut-il légiférer sur l'anonymisation des décisions de justice?” (2006) 188 Petites affiches 3 (Lextenso.fr).

Le Conseil d'État, dans un arrêt d'Assemblée du 4 octobre 1974, a jugé que « (...) la publicité des débats judiciaires est un principe général du droit ; qu'il n'appartient dès lors qu'au législateur d'en déterminer, d'en étendre ou d'en restreindre les limites »  (21) . La publicité des débats judiciaires ayant ainsi été reconnue comme un principe général du droit, il en est de même, à plus forte raison de la publicité des jugements  (22) . En effet, quand les débats ne doivent pas avoir lieu en audience publique, le jugement doit, sauf exception expresse, être rendu en audience publique, cette audience étant le dernier rempart du principe de publicité.

En droit international, les textes ratifiés par la France consacrant cette publicité sont nombreux. De l'article 6, § 1 de la Convention européenne de sauvegarde des droits de l'homme  (23) et des libertés fondamentales à la Déclaration universelle des droits de l'homme  (24) en passant par le pacte international de l'Onu  (25) relatif aux droits civils et politiques l'idée est toujours la même : le caractère public des décisions de justice ainsi que leur libre communication fait corps avec la justice elle-même. Or aucun de ces textes ne précise que les décisions rendues doivent être expurgées de certaines de leurs dispositions. Un courant doctrinal considère même que l'accès aux décisions de justice constitue une manifestation de la liberté d'expression que fondent les articles 11 de la DDH et 10 de la Convention EDH. 
]  [51:  Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data, (1995) OJ L281. In French law the respect for privacy has its source in the general regime for civil liability (art. 1382 of the Civil Code). In 1970, a more specific provision was added to Article 9 of the Civil Code [translation]: “Everyone has the right to respect for their privacy. Judges may, without prejudice to compensation for the damage suffered, prescribe any measures, such as sequestration, seizure, and others fit to prevent or stop an infringement of privacy; These measures may, if there is urgency, be ordered for interim relief" **According to the Constitutional Council the right to privacy is protected by article 2 of the Declaration of Man and Citizen of 1789. ] 

putting a court decision containing personal information (be it regarding the judge, prosecuter, plaintif, defendant or witnesses), at the public’s disposal must be construed as constituting processing of personnal information as defined in European Directive 94/46/CE, which protects such data. In fact, disseminating a court case containing such personal information is tantamount to processing personal data.[footnoteRef:52] [52:  Cécile de Terwangne, “Diffusion de la jurisprudence via internet dans les pays de l’Union européenne et règles applicables aux données personnelles” online : (2005) 194 Petites affiches at 1 <http://www.crid.be/pdf/public/5021.pdf>. 

La mise à disposition du public d’un jugement contenant des données sur des personnes physiques (qu’il s’agisse du juge, du Ministère public, des plaideurs, des parties, des témoins, etc.) correspond à un traitement de données à caractère personnel au sens de la directive 95/46/CE garantissant la protection des données personnelles. Par ailleurs, diffuser une décision de justice comportant de telles données [dites personnelles] implique une opération effectuée sur des données à caractère personnel et, partant, un traitement de données.] 


… [Moreover,] the principle of finality (purposiveness) demands that we only use personal information for the purposes directly related to the data processing in question (in this case publication of court decisions). It is forbidden to stray from the initial purpose for which this personal data was obtained and utilise it in a manner incompatible with the said purpose. Accordingly, electronic publication of court decisions allows for widespread dissemination, thereby creating the temptation to access such personal information for reasons removed from the inital purpose of posting[footnoteRef:53].[footnoteRef:54]. [53:  Ibid at 4.
le principe de finalité impose que l’on n’utilise les données personnelles qu’en vue de réaliser les finalités liées au traitement des données (le traitement étant, dans le cas qui nous  occupe, la diffusion des décisions de jurisprudence). Il est interdit de détourner la finalité et de  traiter les données dans un but incompatible avec le but initial…  Or, la publication des décisions de jurisprudence sur support électronique permet techniquement, et en conséquence offre la tentation, de consulter les bases de données dans un but différent de celui d’être éclairé sur un courant jurisprudentiel dans une matière particulière.  
Furthermore, the Guide des bonnes pratiques dans l'utilisation des technologies de l'information et de la communication adopté par la Conférence des présidents des cours d'appel de l'Union européenne [Guide of Good Practices in the use of Information Technology and Communication adopted by the Conference of Presidents of the Courts of Appeal of the European Union],  approved in Dijon the 15th of October 2011, states in article 5 on respect for privacy that [translation]: “The judge must ensure that privacy and personal data are strictly respected, taking all material precautions necessary for this purpose in the use of ICT, in order to safeguard individual liberties in general as well as the privacy principles derived from jurisprudence of the European Court of human Rights.” Available online at: http://www.annoncesdelaseine.fr/index.php/2011/11/25/conference-des-presidents-des-cours-d%E2%80%99appel-de-l%E2%80%99union-europeenne-dijon-13-15-octobre-2011/  LINK ROT]  [54: ] 


The rationale underlying this comparatively restrictive approach as espoused by the French CNIL Internet posting allows for unintended searches divorced from the original purposes of disclosure  such as gathering information about a job or housing candidate, or viewing a neighbour or friend’s  credit rating  without their knowledge[footnoteRef:55]. [55:  “Ce qui est techniquement possible lorsqu’une recherche documentaire via internet est entreprise [...] l’est aussi lorsqu’il s’agit de se renseigner sur un candidat à l’emploi, à un logement ou à un crédit, sur un voisin ou un proche et ce, à l’insu des personnes concernées.” France, Commission nationale de l'informatique et des libertés (CNIL), Délibération portant recommandation sur la diffusion de données personnelles sur internet par les banques de données de jurisprudence, No 01-057 (29 november 2001).] 


The Belgian Commission for Privacy Protection (La Commission Belge sur la protection de la vie privée) confirms the relevance of these concerns, cautioning that [translation] “free Internet searches using only the name or names of the parties or even a witness allow parties removed from the case to obtain and decontextualize personal information”[footnoteRef:56].  [56:  Belgium, Commission for the Protection of Privacy, Avis 07/98, (1998).] 


In light of the above, European jurisprudence adapted more nimbly to digital realities — not surprisingly given the Civil Law’s inherent principle based approach and flexibility. As the Belgian Privacy Commission stated, “Notwithstanding certain exceptions provided by law, the purpose of publishing court decisions is to stimulate discussion on caselaw as a source of law — not to divulge participants’ names  to third parties” [footnoteRef:57] [57:  Ibid.] 


Take for instance the LEXEEK decision in France[footnoteRef:58], a matter which involved an association  (LEXEEK) whose stated objective is to allow for free and public access to legal resources. LEXEEK was  fined for what was considered a practice harmful to the respect of personal privacy and the right to be forgotten, by reason of its failure to anonymize the decisions it posted on its website[footnoteRef:59]. According to the CNIL, [translation]  “mindful of the true — at times even dramatic — effect of disseminating such decisions, the sanction meted out reflects a committment to protecting privacy and the right to be forgotten as enshrined in law”[footnoteRef:60]. [58:  Lexeek (12 July 2011), 2011-238 online: CNIL <http://www.cnil.fr>. See Aurélie Mivielle, “L’anonymisation des décisions de justice en ligne : une composante du droit a l’oubli numérique réaffirmée par la CNIL” (30 november 2011) online : IREDIC <http://junon.univ-cezanne.fr/u3iredic/?p=7425>. See also Olivier Robitaille, “Droit à l'oubli : la Cnil condamne lexeek.com à 10 000 euros d'amende” (10 october 2011), online : Clubic.com, <http://pro.clubic.com/legislation-loi-internet/cnil/actualite-451796-droit-oubli-cnil-condamne-lexeek-10-000-amende.html>.]  [59:  Description available at www.Lexeek.com.]  [60:   Another pertinent example can be found in the case of Volker und Markus Schecke GbR  v Land Hessen, EUCJ, 9 november 2010, aff. jtes C-92/09 and C-93/09. In this affair, among others, the European Court of Justice confirms that the protection of privacy in the context of the publication of judgements is a right that must be understood “in relation to its function in society”. This does not necessarily extend to the right to be forgotten in the criminal context. See Cass. civ. 1re, 20 november 1990, Mme Monanges v. Kern et al. Ruling that respect for privacy in this case should outweigh transparency, the Court considered in regard to the publication of the personal data of individuals, that institutions are required to demonstrate that they have carried out a balanced weighting "between the Union's interest in guaranteeing the transparency of its actions on the one hand, and the right of the concerned beneficiaries to respect for their privacy in general and the protection of their personal information in particular, on the other hand." See also Denys Simon, "Transparence et vie privée", Europe No 1, January 2011, comm. 2. ] 


In that case, some of the plaintifs, according to the CNIL, endured significant professional difficulties such as being refused employment or experiencing professional ostracism within their current place of emoployment due to tidbits of information that their (current or potential) employer found online — in a few clicks. At times, the CNIL notes — underscoring the importance of preventing such mishaps — the information was 12 years old. To paraphrase the ECJ in Costeja (which had not yet been decided at the time), the information was outdated and irrelevant.

Reconciling Open Justice, Privacy and Access : Florida’s Example of Mindful Posting
With an eye towards eventually striking a measure of equipoise between transparency and privacy,  the following offers a brief aperçu of the US experience, considered illuminating for the change it has undergone[footnoteRef:61]. Thus for instance, at the Federal level, PACER[footnoteRef:62] encourages courts and especially attorneys to reflect before mindlessly posting online. The idea, therefore is to opt for thoughtful online posting rather than doing so automatically, as was the custom in the US broadly speaking.  The prevailing “public-is-public”  view, which failed to account for the digital age in the hopes of being or at least appearing progressive proved disastrous to many[footnoteRef:63]. In contradistinction, and presumably in light of successive PACER fiascos, the state of Florida for its part opted for an avant garde approach which favours “practical obscurity”, which is to say that it institutes safeguards that mimic those inherent to paper, transplanting them to cyberspace in order to prevent abuses. [61:  For a more detailed discussion on the state of the law in the United States see D.R. Jones, “Protecting the Treasure: An Assesment of State Court Rules and Policies for Access to Online Civil Court Records” (2013) 61 Drake L Rev 375.]  [62:  “PACER was established in 1988 as a dial-up service. In the last decade, through the implementation of CM/ECF — that would be the electronic case filing system — PACER has evolved into an Internet-based service. ” ]  [63:  Jones, supra note 50.] 


Simply put, whereas the “public-is-public”  approach views all postings alike regardless of medium (paper or digital) its “practical obscurity” counterpart focuses on the specific concerns peculiar to posting personal data online. The U.S.  (chiefly Florida at this time), in keeping with transparency and related values respecting open courts, provides full uninhibited access at the Courthouse (as was the case in the brick and mortar world, prior to the advent of the Internet). An option to print is available[footnoteRef:64] and in some cases the courthouse provides electronic access via Intranet kiosques, both of which otherwise limits widespread e-access.   [64:  However in New Jersey a result similar to the abovementioned typical problems arose, with a court noting in Burnett v. County of Bergen that even if the social insurance numbers of litigants are public information in the sense that they are available at the court, “bulk disclosure of realty records to a company planning to include them in a searchable, electronic database would eliminate the practical obscurity that now envelops those records at the Bergen County Clerk's Office.”  ] 


Proponents of this approach (increasingly numerous as noted below) are sensitive to the perils inherent to widespread, knee-jerk posting and accordingly endeavour to limit the propagation of personal data (broadly defined), in light of their potentially devastating impact for litigants, witnesses and others, while — as superflous details for most readers — doing little or nothing at all to improve transparency.[footnoteRef:65] [65:  According to Jones, supra note 50. See also Peter W. Martin, “Online Access to Court Records — From Documents to Data, Particulars to Patterns” (2008) 53 Vill L Rev 855, at 872.] 


It is for this reason inter alia perhaps that Florida courts considered it wise to revisit the framework and policies pertaining to court records in light of the advent of the digital age, and concluded that these must adapt accordingly. The reformation implicitly mimicked the above stated European view based on purposive electronic publication, predicated on the adopting of means least restrictive to litigant (and other participants)  privacy rights. The strategy developed by Florida courts (via a special committee) aimed at curtailing or minimizing the inclusion of  sensitive personal information in court documents, featuring only those necessary to managing the case. As noted above, the chief objective was what may be deemed mindful (rather than default) online posting to minimize the inclusion of deeply sensitive personal data superflous for purposes of transparency, guided by  the principle proportionality. Judges are thus allowed to regain control over court documents instead of mindlessly unleashing them online and contending with the fallout at a later time.  

This purposive construction, not unlike the Canadian Charter approach to balancing rights, sees fit to tweak posting in  light of the imperatives of the digital age, rather than rewrite the rules in a manner that attempts to keep up with technological developments, the latter construction having proven futile in numerous other areas of law. 

Thus for instance, the Florida committee questions whether a particular online posting corresponds to the underlying objective of transparency, endeavouring to restrict or limit the unecessary inclusion of personal data. Finally, in an effort to eliminate information surperfluous to transparency, Florida also approved the Rule of Civil Procedure 1.280(f), which itself restricts the inclusion of personal data at the discovery stage[footnoteRef:66]. [66:  Fla R Civ P. 1.280(f). For a more detailed explanation, see Jones, supra note 50. ] 


Shifting Conceptions : Israel as an example of ongoing changes in Common Law Jurisdictions
The change in Florida’s approach is indicative, it is submitted, of an increasingly broader departure from the orthodoxy of the brick and mortar unbridled disclosure worldwide and significantly in Common Law jurisdictions outside Europe. A noteworthy example is Israel where a committee on point was formed, headed by retired Supreme Court Justice Itzhak Englard. 

Its mandate is to examine the propriety of blanket diffusion of court records online, particularly in more sensitive areas such as employment or criminal province[footnoteRef:67].  Although it has not yet released its report, the Committee appears to be “leaning towards a default position of not having names published at all on online versions  in employment cases in particular & possibly criminal.” According to the Chair : “the question we are considering now is whether banning publication of names should remain the exception or become the rule”[footnoteRef:68]. [67:  “to formulate recommendations on where the line between these conflicting principles should be drawn” Revital Hovel, “Courts Granting Defendants Right Never to Be Known” Haaretz (22 August 2014) online:   <http://www.haaretz.com/news/israel/.premium-1.611933>. ]  [68:  Ibid. “a trend toward barring the publication of identifying details in court rulings had been taking shape in Israel.”] 


In fact, the three rulings released on point in one year alone (with the Committee’s findings pending) echo this persuasion, opining that in certain sensitive contexts “publishing a verdict without the name is generally sufficient for the public’s right to know.”[footnoteRef:69]Attributing great weight to the changes wrought by the Internet[footnoteRef:70] Supreme Court Justice (and former Attorney General) Elyakim Rubinstein cautioned: “Today when minimal effort of typing makes it possible to find an entire verdict, the potential harm to the person whose health details are revealed has grown (insurance) thus in my view its possible and even appropriate to interpret the term serious harm in a way that takes the aforementioned (Internet)  into account and in a manner that leans towards respecting privacy”[footnoteRef:71]. [69:  Ibid. See [Hebrew] CA 438/14; NA 13359/12/31 and CAA 482/13.]  [70:  Hovel, supra note 54.]  [71:  Ibid. ] 


According to Labour Court Chief Justice Pilman (in the second of these cases):    
Even though nobody disputes the lofty status of the principle of public hearings, given the availability of large amounts of information in electronic media and the ability to store this information, there have been growing calls for changing the way it is exercised ... to avoid serious violations of other rights, first and foremost the right to privacy and to a good name… One emerging solution to the need to balance these conflicting rights is to allow court rulings to be published without the names of the litigants or other parties mentioned in the ruling. 

He noted that “the last word hasn’t yet been said” on this issue, and that “it seems the law — the legislature and the courts — will have to adjust itself to this developing reality and the challenges it poses”[footnoteRef:72] Surely such widespread dissemination of deeply sensitive personal information gleaned from court files of individuals merely seeking to avail themselves of access to the courts, an unfortunate byproduct of revendicating their rights, would have been inconceivable prior to the digital age. [72:  Ibid.

] 


Pending the Committee’s findings, a member of parliament (Knesset- MK Koll) sponsored a bill, commonly known as Koll’s law that “bars publication of the plaintiff’s identity in any civil suit where medical information might be revealed, unless the court decides otherwise”[footnoteRef:73]. [73:  Ibid; Further information on bill available online at [Hebrew] <http://www.pmo.gov.il/Secretary/GovDecisions/2014/Pages/des1413.aspx>.] 

 

Third-Party Issues

In the US in particular data aggregators actively seek out electronic  court documents in order to sell them to “credit rating agencies” a practice that is not without significant consequences. It creates burdens that raise the cost of participating in the justice system to the point where in certain instances, availing oneself of one’s rights before the courts may become prohibitive

Thus, for instance, ChoicePoint  (a prominent US credit rating agency) reported that an individual named Karl Benedikt had been convicted of “kidnapping and coercion.” The report, based on a JEFIS (official court) record was in fact false, reflecting only ChoicePoint’s interpretation of a numerical code from the JEFIS record.[footnoteRef:74] [74:  Benedikt v Choicepoint, supra note 73. See GD v Kenny et al, Supreme Court of New Jersey, Docket No 65,366, Appeal No A-16-09, “Brief of Amicus Curiae,” Electronic Privacy Information Center [EPIC Brief] at 8, online: <http://epic.org/amicus/Kenny/MeritsBrief.pdf> LINK ROT, stating that Karl Benedikt was the citizen described in the Supreme Court of New Jersey, Report of the Supreme Court Special Committee on Public Access to Court Records (29 November 2007) at 52, online: <www.judiciary.state.nj.us/publicaccess/publicaccess.pdf>. Benedikt sued Choicepoint and eventually settled.] 


According to the amicus brief:
A judicial determination of expungement is important as a legal matter, as a policy issue, and as a matter of social justice. After someone has been rehabilitated, having paid the prescribed debt to society, he or she should not be penalized in perpetuity. Expungement reflects a judicial determination of fairness that should be respected, regardless of new business practices or technological change. 

However, data mining companies ignore judicial determinations and attempt to make conviction records live forever when they buy these records from state governments, repackage and sell them for employment background checks, credit ratings, and other commercial uses. Data aggregators such as ChoicePoint, Experian, and DataTrace advertise that their products are accurate because they get their data, including court records, from the government. Their claim is a legal falsity; the publication of the expungement record is itself proscribed. N.J.S.A. 2C:52-30.

To omit the fact of an individual’s expungement introduces error into these databases – both the databases sold by the states and the commercial databases sold by data mining companies. Absent the enforcement of the state interest in expungement, there is no avenue to correct these errors, either the data aggregators’ or the government’s.

The impact of these errors in criminal justice records is not trivial. Individuals who are mistakenly listed as criminals or suspects can face consequences ranging from inconvenience to loss of liberty . . . [footnoteRef:75] [75:  EPIC Brief, supra note 75. See also Ellen Nakashima, “A Good Name Dragged Down” Washington Post (19 March 2008). According to the EPIC Brief, ibid at 4: “Police work is affected as well, as errors are introduced into criminal databases. As Justice Ginsburg stated recently, ‘Negligent recordkeeping errors by law enforcement threaten individual liberty, are susceptible to deterrence by the exclusionary rule, and cannot be remedied effectively through other means.’ Herring v. U.S., 129 S.Ct. 695 (2009), Ginsburg J, dissenting.”] 


But there is no incentive to update or maintain records that have been purchased from the courts. Once the government has published information about an individual, it cannot punish others who publish the same information when it is obtained by lawful means. Cox Broad. Corp. v. Cohen, 420 U.S. 469 (1974); Florida Star v. B.J.F., 491 U.S. 524 (1989).

The state has an interest in limiting access to public records, when used for commercial purposes, see Los Angeles Police Dept. v. United Reporting Pub. Corp., 528 U.S. 32 (1999), and for governmental purposes as well . . .  This has repercussions for citizens’ faith in the judiciary.[footnoteRef:76]  [76:  EPIC Brief, ibid at 8 citing, for example, Winn, supra note 64.] 

 
This is particularly true as there do not seem to be robust remedies for such errors and omissions, with dire and plausibly permanent consequences on (often inadvertent) participants in the court system.

As the EPIC Brief cautions: “It is impossible to know how frequently similar mistakes affect the lives of New Jersey citizens. As reported in the New York Times, it is entirely possible to be listed as a criminal because of a speeding ticket. Brad Stone, If You Run a Red Light, Will Everyone Know? N.Y. Times, August 3, 2008.”[footnoteRef:77]  [77:  Ibid at 9.] 


In fact, some counsel have expressed concerns that their clients have been pressured into settling prematurely, unnecessarily, or against their advice, simply for fear of having personal information — or indeed what they consider disinformation or outright falsehoods — posted online, for all to see. The harm occasioned by such postings (particularly professionally injurious allegations) outweighs the desire to see justice done (or have your “day in court”), thus presumably encouraging frivolous suits with outlandish allegations aimed at extracting settlement by striking fear into potential defendants.[footnoteRef:78] Again, it is not that court documents were not previously accessible. It is instead that today an effortless Google search — even one not intended to extract that sort of information — can inadvertently and permanently damage an individual or corporation in a variety of contexts, which is something that a targeted information request could certainly not cause, both in terms of magnitude, breadth and permanence.[footnoteRef:79] [78:  Author’s conversation with former labour and employment lawyer and employment law specialist Professor Finn Makela of the Faculty of Law, University of Sherbrooke at “Responsibility, Fraternity, and Sustainability in Law: A Legal Symposium in honour of Justice Charles D Gonthier,” McGill Faculty of Law, Montreal, Quebec, 20–21 May 2011. ]  [79:  Conversations with Professor Finn Makela regarding anecdotal evidence in the context of Quebec’s Commission des relations du travail. Therein, for example, Professor Makela quotes a conciliator who cautioned a complainant “that one of the factors he should consider was the fact that the CRT's decisions are published on-line and that if he lost, all of his future employers would be able to see the decision relating the misconduct he was accused of.”] 


Somewhat less dramatically, but presumably no less disruptively, Internet postings have precipitated important difficulties in the commercial (particularly the trade secret) context. Such was the case, for example, with memoranda electronically filed by the United States Federal Trade Commission (“FTC”) containing sensitive facts about Whole Foods Market Incorporated in a merger matter. The Commission failed to properly redact sensitive and potentially damaging business plans, including plans to close a number of stores, prior to posting the documents online. By the time the oversight was detected, and despite the FTC’s best efforts, it of course was too late.[footnoteRef:80] [80:  Lisa C Wood & Marco J Quina, “The Perils of Electronic Filing and Transmission of Documents” (2002) 22:2 Antitrust 91.] 


While technical or clerical errors have occurred since time immemorial and cannot be entirely avoided (nor is it suggested that their mere likelihood impede technological progress), the magnified harms that they can cause in the Internet context must be weighted and factored into the balance and into our understanding of access and privacy.

More importantly, access is a misleading term in the Internet age. The electronic court document debate should not simply be framed in terms of the public’s “right” to arbitrarily hoard information en masse, irrespective of its accuracy or relevance. Instead, precision and preservation of the integrity of data is a tremendous issue here, as the Internet, in Cass Sunstein’s words, “doesn’t have quality control.”[footnoteRef:81] Plainly put, as data abounds, transparency (not to mention accountability) no longer relates to the ability to gather information per se — since erroneous, misleading, or simply meaningless data posted or collected indiscriminately can surely not be said to satisfy those values traditionally underlying access. Rather, it is about triage, and about the quality and accuracy of the data available to us.  [81:  Noam Cohen, “Courts Turn to Wikipedia, But Selectively” The New York Times (29 January 2007), online: <http://www.nytimes.com/2007/01/29/technology/29wikipedia.html?_r=0 >. ] 


Online disinformation can just as readily be fostered by too much “accessibility” as by the absence of worthy data. In the words of Ejan Mackaay: “There is, if anything, an abundance of information; amongst the overload, the problem is how to select what information you need. This depends not merely on relevance but also on reliability or trustworthiness.”[footnoteRef:82] As the old adage cautions, a little information can be more dangerous than none, particularly in light of what Daniel Solove labels the problem of “aggregation of data”[footnoteRef:83] stemming from the Internet’s “searchability.” That is to say, previously disparate pieces of information concerning an individual floating in cyberspace can be assembled (incorrectly or even maliciously) to form a “comprehensive” digital profile of that person. As noted above, unlike an access to information request or paper record, a search engine expedition can reap misleading but nevertheless persuasive data, an aggregate of unreliable yet compelling morsels concerning a given litigant, witness, or even judge — as the Cosgrove case, discussed in Chapter 5, “Googling the judge,” illustrates.  [82:  Ejan Mackaay, “What’s So Special About Cyberspace—Reflections on Elkin-Koren and Salzberger” (2006) 10:3 Lex Electronica at 5, online: <www.lex-electronica.org/ articles/v10-3/mackaay.htm>.]  [83:  Solove, supra note 31.] 


It therefore stands to reason that a misguided insistence on unbridled access to court information and intransigence in its regard, not only fails to promote transparency in respect of quality, but also can paradoxically undermine many of the very objectives publication serves. Surely inhibiting participation cannot serve the rationale underlying systems promoting online posting, such as the US Public Access to Court Electronic Records system “PACER,” whose stated objective was to bring “the citizen ever closer to the courthouse” via technology.[footnoteRef:84] [84:  See Administrative Office of the United States Courts, “Public Access to Court Documents: Better, Faster . . . and Cheaper Than Ever Before” The Third Branch Newsletter (April 2001), online: <www.uscourts.gov/News/TheThirdBranch/01-04-01/Public_Access_to_Court_Documents_Better_Faster_and_Cheaper_Than_Ever_Before.aspx>.] 

What is more, distortions of court-generated information floating around cyberspace and masquerading as “official” records can eventually risk bringing justice into disrepute. If a high court judge’s reputation can be called into question (as in Justice Cosgrove’s case), what can be said of precarious litigants or witnesses? It would therefore appear that an understanding of access divorced from considerations relating to the protection of litigants’ rights (including privacy), is irreconcilable with transparency and accountability — failing to achieve its purpose in light of technological change — and therefore must be reconsidered.

Only a quality-centred approach can serve the goals of transparency and accountability. Not only does unbridled admission to data frustrate access to justice by litigants or others fearing humiliation or intimidation as described above, but it also risks creating the illusion of transparency or accuracy by inundating Internet surfers with a barrage of inaccurate if not dangerously misinforming data, thus frustrating the integrity of the justice system.[footnoteRef:85] [85:  In Joel Reidenberg’s words “overtransparency is challenging the Rule of Law”: Berkman Centre for Internet & Society, Harvard University, “Joel R Reidenberg on Transparent Citizens and The Rule of Law” (10 February 2010), online: <http://cyber.law.harvard.edu/interactive/events/lawlab/2010/02/reidenberg>.] 


So what must we do?
 
As noted above, the Supreme Court of Canada did take what may be considered an important step towards recognizing the need to revisit the presumption of ‘openness’ in light of the violence potentially done both to vulnerable litigants (a matter of individual rights) and access to the justice system (a collective value) in AB v. Bragg supra. 

That case presumes a renewed understanding of the relationship between privacy and access in light of technological change, anchored in comparative thinking. It serves as an important counterweight to what may be labeled a knee-jerk “balancing” of ill-defined values that arguably no longer serves the intended rationale and comports with the global trend on point.

As already observed and in sharp contrast to the common law tradition, the civilian vision of privacy, captivated by the French experience, favours a more flexible construction. Privacy is considered to be a “personality right” — an idea central to the civilian tradition, but alien to the common law. What that means, in a nutshell, is that privacy attaches to persons rather than property, irrespective of special constraints. Focus is on the être — the being — in contrast with the avoir — the having, and is divorced from special constraints (that is, the notion of seclusion). 

Conceiving the right to privacy as a personality right predicated on dignity and free of territorial constraints allows the civilian legal method to grasp privacy as a zone of intimacy delineated not by space or ownership but by the basic needs of personhood. This is of great interest on point as a flexible interpretation lends itself to the protection of privacy in an era of constant technological and social change.

In this vein, privacy may be construed as an ally of accessibility rather than an adversary, for it can be more easily reconciled with both the court’s commitment to openness and with its responsibility to protect litigants and control its own records.

In other words, courts might construe safeguarding privacy as a means of encouraging participation in the justice system (crucial to dignity) in an age when so doing exposes individuals to countless risks. Additionally, it may be seen as a way of enabling courts to maintain essential control over their own materials.[footnoteRef:86] [86:  For a more detailed account, see Karen Eltis, “The Judicial System in the Digital Age: Revisiting the Relationship Between Privacy and Accessibility in the Cyber Context” (2011) 56:2 McGill LJ 1. ] 


Consequently, it is not merely that the balance between transparency and privacy has tremendously shifted online — it may be that safeguarding privacy can become a way towards ensuring access to justice and willingness to participate in light of the challenges of the Internet age.

The duty to protect privacy can and must be construed as part of courts’ responsibility to maintain access to justice and prevent disinformation. As noted, the Internet’s fragmentary nature, coupled with a significant loss of judicial control over online information, eventually risks fostering a disinclination to participate in the justice process. This paradoxically undermining the very access to justice paperless records were meant to enhance.

If privacy is more broadly understood as a flexible concept not contingent on physical space or expectations but on personhood, then it can be viewed as a facilitator rather than detractor of accessibility. 

F. Implementing Reasonable Delays

But there is also an important practical dimension to help assuage the concerns before and until the conceptual challenge can be properly addressed.

As previously noted and evidenced by the above-cited Israeli case, judges, but particularly attorneys and most of all self-represented litigants, are not yet aware of the imperatives of digitizing court documents and of their broad privacy implications. They might fail to request redaction by reason of sheer ignorance or do so tardily, with significant ramifications to themselves, their clients, and indeed the justice system as a whole.

Needless to say, fostering awareness amongst the judiciary, litigants, and of course the self-represented is key, but that clearly takes time. In the meantime there are simple steps that courts can take to palliate the above-described harms (to both the integrity of the justice system and litigants themselves). One such proposed step would be to implement reasonable delays prior to publishing court documents online. Doing so would presumably allow litigants to ponder the need to request redaction or at the very least prevent or minimize incidents where the court is powerless to retract information already “unleashed” online upon realizing the ramifications.[footnoteRef:87] [87:  As in Doe v Doe (Ploni v Almoni), supra note 70.] 


In other words, imposing reasonable delays (rather than publishing decisions online when rendered) will afford litigants, their representation, and of course the courts themselves the time that they need to adjust to technological change and to soberly evaluate, challenge, and/or correct the information that goes online, in order to at the very least manage the risk of permanent deformation. Deformation in an Internet of infinite memory not only brings what, as previously indicated, is potential permanent harm to participants in the justice system, but it can also bring the courts into potential disrepute.
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