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What is this?



Worms Against Nuclear Killers





What is this?



EXIF Data

59.924655 N, 10.695598 E



http://www.maps.google.com.au/


The EXIF Data and Analysis

• GPS Version ID 2.2.0.0
• GPS Latitude Ref North
• GPS Latitude 59.924755 degrees
• GPS Longitude Ref East
• GPS Longitude 10.695598 degrees
• GPS Altitude Ref Above Sea Level
• GPS Altitude 81 m

59.924755N,10.695598E



Geotags



Terms used loosely, interchangeably and 
dangerously

Cybersecurity

CyberwarCybercrime



Cybersecurity

CyberwarCybercrime



Cybercrime
Old Wine, New Bottles? 

• Traditional crimes that are committed or 
enhanced with the use of technology

(Eg. Fraud, stalking)

• New crimes that have 

Emerged as a result of a

technology

(Eg. “Hacking”/Unauthorised 

Use)



Convention on Cybercrime

Fraud/Forgery Copyright 
Infringement

Child 
Pornography

Unauthorised Access, Modification, Impairment or 
Interference with Data, a Data System, or a Computer



Cybersecurity

CyberwarCybercrime



Cybersecurity

• Cybersecurity is the protection of data, data 
systems and computers from unauthorised 
access, modification, impairment or 
interference.  



Cybersecurity

CyberwarCybercrime



Cyberwarfare

• Cyberwarfare involves actions taken to affect an 
adversary’s information and information systems while 
defending one’s own information, information systems 
and critical infrastructure.

• Cyberwarfare differs from cybersecurity in that the 
cyber-attacks are initiated through government 
infrastructure (by the state) or are state sponsored.

• The cyber-attacks must either be used in armed 
conflict or where there have been acts of use of force, 
or in the lead up to armed conflict and use of force.



Cybersecurity

CyberwarCybercrime

Unauthorised access 
or use of a computer



Trends &Threats

• No single Australian department, 
organisation, corporation, 
university, or military division has 
the skill and resources available to 
combat many of the current threats 
that we will see today, and not the 
capability to counter future threats.



No network or technology is immune from 
attack.



• Cyber-security reports around the globe have 
alleged high-scale state-sponsored espionage 
of government and corporate information.



Even Luddites Can Participate

• Many forms of cyber-attack do not require 
sophisticated computer skills or high levels of 
start-up money.



Zeus Crimeware Kit



Weyland Utani for Macs



Malware as a Service 

Try-before-you-buy offers for malware
Трафик на сплоиты.
Для пробы всем Бесплатно 100 посетителей!!!
Цена

4 $ за 1000 посетителей - При заказе от 1000 до 5.000
3.8 $ за 1000 посетителей - При заказе от 5.000 до 10.000
3.5 $ за 1000 посетителей - При заказе от 10.000

Traffic for sploits
Free trial, 100 visitors!!!
Price
$4 per 1000 if buying 1000 – 5000
$3.80 per 1000 if buying 5000 – 10,000
$3.50 per 1000 if buying over 10,000

Courtesy of Peter Gutmann



Botnets For Hire Directory









Darkweb



• Organised criminal networks and terrorist 
networks are involved in cybercrime, 
cybersecurity AND cyberwarfare.



Internet Service Provider
Headquartered St. Petersburg (Pre-2004)



RBN – Bullet Proof Hosting up to 2004



Innovation Begins

• Purchase large block of 
IP addresses in 
multiple countries

• China, Panama, the 
UK, Bahamas, Taiwan, 
Turkey, Malaysia, 
Latvia, Estonia, 
Singapore, Japan, 
Korea and NOW in Iran

http://www.bullethost.com/images/bulletproof_shieldb.png


Technical Innovation

Fast-flux Botnet

Onioning (deniable 
encryption)

double fast-flux botnet 
(Command and Control 
in Peer to Peer Channel)

Use of Dynamic DNS for 
IP addresses

Denial of Service anyone 
who gets in your way



Iframe Cash, Stepan Kuchernko and Russian Business Network 

ROCK PHISH 
(2006, 36 banks, $200 million lost in 3 
days)

STORM WORM

http://images.google.com/imgres?imgurl=http://cache.daylife.com/imageserve/06AveW64Ysdq1/340x.jpg&imgrefurl=http://www.daylife.com/photo/06AveW64Ysdq1&usg=__7686eX4DXs_F94unL9MZeJQsyIw=&h=424&w=340&sz=54&hl=en&start=15&tbnid=AjgUkzvzuKqU4M:&tbnh=126&tbnw=101&prev=/images?q=westpac+bank&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.northernbullants.com.au/media/nablogo.jpg&imgrefurl=http://www.northernbullants.com.au/pages/membership.php&usg=__8XOo0ALdb-j7gUE2ff3lwr3Fo-A=&h=500&w=342&sz=14&hl=en&start=2&tbnid=sTQRtglazCdk_M:&tbnh=130&tbnw=89&prev=/images?q=nab&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.linedanceaustralia.com.au/Flyers/CBA_Logo.jpg&imgrefurl=http://www.linedanceaustralia.com.au/Flyers/ldaamembenefits.htm&usg=__BiKATo6KxAV6qWUG4UpJnkfECco=&h=1036&w=1452&sz=73&hl=en&start=1&tbnid=daLy7r08Ny4MXM:&tbnh=107&tbnw=150&prev=/images?q=commonwealth+bank&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.freshwaterslsc.com/images/macquarie_new.gif&imgrefurl=http://www.freshwaterslsc.com/sponsors.htm&usg=__zL3tgLQofv4xcaxPmIeJ8cgGMh0=&h=157&w=152&sz=4&hl=en&start=3&tbnid=iIZVj_gzBJkgoM:&tbnh=97&tbnw=94&prev=/images?q=macquarie+bank&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.racecourseroad.com.au/DesktopModules/Store/Thumbnail.aspx?IP=/Portals/0/anz.jpg&IW=300&imgrefurl=http://www.racecourseroad.com.au/tabid/56/CategoryID/6/ProductID/11/PageIndex/1/Default.aspx&usg=__5NaDxU7J4Z3bxpyYfCP2LM9EodE=&h=300&w=300&sz=7&hl=en&start=3&tbnid=dUgfFxnQAsRwSM:&tbnh=116&tbnw=116&prev=/images?q=anz&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://ceoworld.biz/ceo/wp-content/uploads/2009/01/barclays-bank-logo.jpg&imgrefurl=http://ceoworld.biz/ceo/2009/01/14/my-heart-bleeds-barclays-to-cut-2100-jobs-worldwide/&usg=__L-ikOJLFtpO3GU4ZZAjsFRAxDRc=&h=300&w=300&sz=17&hl=en&start=1&tbnid=-FR4-VqRKy3wEM:&tbnh=116&tbnw=116&prev=/images?q=barclays&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.mydigitallife.co.za/images/JoJo/Citibank.jpg&imgrefurl=http://ipkitten.blogspot.com/2008/04/citibank-wins-dilution-case.html&usg=__l7RyZThoHAV97-3D4jpKr_Lr0iU=&h=521&w=2001&sz=76&hl=en&start=4&tbnid=V6iSOHzIu4MD2M:&tbnh=39&tbnw=150&prev=/images?q=citibank&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.buffalonetworking.net/blog/logos/HSBC.jpg&imgrefurl=http://www.buffalonetworking.net/blog/index.php?option=com_content&view=article&id=46:members-bio&catid=36:members&usg=__sSMW9aMPZIMYyVDF96meirL_TUs=&h=255&w=340&sz=9&hl=en&start=4&tbnid=1Q-IO5YL2q0QkM:&tbnh=89&tbnw=119&prev=/images?q=hsbc&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://pictures.directnews.co.uk/liveimages/Lloyds+TSB_918_18186232_0_0_606_300.jpg&imgrefurl=http://www.e4s.co.uk/news/articles/view/099/deal-information/Lloyds-TSB-student-launch&usg=__eD9Lh14-mdZb1CEKsu52OpftO0M=&h=294&w=300&sz=10&hl=en&start=2&tbnid=djSqt70pAFRg_M:&tbnh=114&tbnw=116&prev=/images?q=lloyds&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.kentfind.co.uk/images/directory/listings/62.gif&imgrefurl=http://www.kentfind.co.uk/directory/index.php?cat_id=45&usg=__ovif9r36ah7ZRiWQHn3kPYIEUFU=&h=225&w=222&sz=10&hl=en&start=10&tbnid=WdXQbe_PTmApFM:&tbnh=108&tbnw=107&prev=/images?q=royal+bank+of+scotland&gbv=2&hl=en


•Encrypted Executable Code
•Undetected by anti-virus products

•Embedded in a Rootkit
•Distributed by a Double FastFlux 

Botnet =  P2P system
•Botnet Herder linked to Eastern 

European Organized Crime 

STORM Botnet



Georgian Attacks

August 7, 2008 messages released to wider 
Russian hacker community



Cyber Warfare on Georgia





Denial of Service Attacks

Georgian banks, telecommunication 
corporations, government websites, non-state 
sponsored Russian newspapers, political 
opposition (Eg. www.kasparov.ru)

All attacked in a coordinated fashion in the 
middle of the night August 8, 2008



Attacks in RBN Format

• ICMP traffic, not tcp

• Attacks generated from known RBN registrants 
(Eg. Incasher.net)

• Attacks traced to ‘Abdullah Operation’ on 
Turkish ISPs with known registered domain 
names from Ukraine (WHOIS directory)



Russia Bombs Georgia

Bombs are dropped hours after cyber-attacks.



Media is slow to pick up coverage of events

• To the outside world, all attacked Georgian 
websites appear to be functioning

• As they stood on August 7

• DNS resolvers are not working - have been 
subverted!



Connected to Critical Infrastructure





Cyberwar is becoming a real threat



Duqu



Flame



Gauss



Political and religious based hacking 
on the rise



“Cutting Sword of Justice”



All Saudi Arabian Ministry of Defense websites 
hacked by Syrian Electronic Army





China Philippines 
Spratley Islands and Scarborough Shoals



"Threatening world peace with ICBMs and 

Nuclear weapons/Wasting money while his 
people starve to death."



Stealth

Your average espionage attack lasts 
for 458 days until the organisation 
discovers it has been attacked.

Many of these attacks are the 
cyber equivalent of advance 
persistent attacks.



Over-cover  Intelligence

• Professional security experts gravitating to 
lucrative over-cover intelligence of exploits 
trade

• Governments, businesses and organisations 
purchasing vulnerability and exploit 
information but turning a blindeye to how it is 
obtained



Dangers

• Difficulty in traceback to the true source of an 
attack.



Should this be part of the 
cybersecurity agenda?



twitter data logs as surveillance



Aaron Schwartz









Stratfor, US State Governement and Investment 
Firm George K. Baum and Company



Crimes or Protests

OFFLINE ONLINE

Sit-ins Virtual Sit-ins 

Barricades Denial of Service Attacks & 
Website Redirection

Political Graffiti Website Defacements 

Wildcat Strikes Denial of Service Attacks & 
Website Redirection 

Underground Presses Site Parodies, Blogs, Facebook 
Protest

Petitions Web-Petitions (Eg. Facebook
Likes)



Responses

$



2010 2011 2013

*National Security 
Strategy (UK)
*Canada’s Cyber Security 
Strategy
*Conceptual Views 
Regarding the Activities of 
Armed Forces of the 
Russian Federation in 
Information Space

*The UK Cyber Security 
Strategy: Protecting and 
Promoting the UK in a 
*Digitized World
US Strategy for Operating 
in Cyberspace

*Strong and Secure: A 
Strategy for Australian 
National Security
*Cybersecurity Strategy of the 
European Union: An Open, 
Safe and Secure Cyberspace
*US Cybersecurity Executive 
Order

Governments Cybersecurity Strategies



What does cyber diplomacy look 
like?

And cyberpeace?

Has security through obscurity been 
replaced by security of absurdity? 


