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What is this?




Worms Against Nuclear Killers
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You talk of times of peace for all, and then prepare for war.




OPERATION: TITSTORM

A PART OF OPERATION INTERNET FREEDOM

THE ATTACK!

1. On February 10th 8.00 AM Australian time
we will begin 3 DDoS of govermment servers

2. This will be quickly followed by a shitstorm
of pom emall, fax spam, black faxes, and
peank phone calls 10 governmant offices
(emails/faxes shoukd focus on small-breasted
pom, cartoon pom, and female ejaculation,
the 3 types banned so far)

http: //www.mediafire.com/?

q3j0tnwjghmd

WHAT ¢ WHEN?

PARTICIPATE FELLOW ANONYMOUS!

The Campaign begins..,
8:00 AM , AUSTRALIAN TIME (GMT +10:00
February {01h.

(FEBRUARY 9TH FOR

U.S.A. AND CANADA.)
(5:00 EST | 4:00 CST | ekc. )

TO FULLY PARTICIPATE IN THE ATTACK:

Use an IRC Client and connect 10....

Vo a0 Asorymdus, W e egion



What is this?




cat.jpg

(click for original)

Camera

Canon Canon EQS 400D DIGITAL

CPS Position

A9cc

59.924755 degrees N, 10.695598 degrees E

Date of Creation
2008:08:05 20:59:32
Artist
unknown

Resolution
1280x853

Make

Model

Exposure
Aperture
Exposure Time
Focal Length

Flash

File Size

File Type

MIME Type

Image Width

Image Height
Encoding Process
Bits Per Sample
Color Components
X Resolution

Y Resolution
YCbCr Sub Sampling
Exposure Program
Date and Time
(Original)

Date and Time
(Digitized)

Max Aperture Value
Metering Mode
Custom Rendered
Exposure Mode
White Balance
Scene Capture Type
Contrast
Saturation
Sharpness

F Number
Exposure

EXIF Data_

Canon

Canon EOS 400D DICITAL
+0.33

2.2
1/100(0.01 sec)
500 mm

Off, Did not fire
436 kB

JPEC

image/jpeg
1280

853

Baseline DCT, Huffman coding

YChCrd:4:4(11)
Program AE
2008:08:05 20;59:32

2008:08:05 20:59:32+02:00

1.4
Average
Normal
Auto

As Shot
Standard
+25

N/A

59.924655 N, 10.695598 E



Google


http://www.maps.google.com.au/

The EXIF Data and Analy5|s

GOugle 50.924755,10.695508

Getdirections My places m co

| 59.924755, 10.695598
By +59° 55'29.12", +10° 41 44.15"

Jonsrudveien 1A

Street view

Directions  Search nearby Save to map more~

Directions  Search nearby Save to map more~

At this address:

GPS Version ID 2.2.0  Humlen nterior

GPS Latitude Ref No =

GPS Latitude 59.924 /55 aegrees
GPS Longitude Ref East

GPS Longitude 10.695598 degrees
GPS Altitude Ref Above Sea Level

GPS Altitude 81 m

59.924755N,10.695598E



Geotags

ed-cell-phone-geo

5 | Latest Headlines | | Customize Links | _

With Kelley Direct’s flexible MBA program, you're the one who decides | KELLEY SCHOOL OF BUSINESS
how to get where you want to go. Learn more at a Virtual Open House. [ INBIANA UNIVERSITY

Tip Us Off Home » News » Around the Globe » Insurgents Used Cell Phone Geotags to Destroy AH-B4sin Irag

Tip for Defense Tech*

Insurgents Used Cell Phone Geotags to wmyto s
Destroy AH-64s in Iraq

SEND IT!
It's Confidentiall

Follow Us! ehLike B3 1,258 people like this. Prison
Man Sentenced

f W R = Theft

FBI: Man Fatally

" R L Kerny: US

About Defense Tech

Defense Tech examines
the intersection of
technology and defense
from every angle and : [T X : With K¢
provides analysis on 3

what's ahead. progran




Terms used loosely, interchangeably and
dangerously







Cybercrime
Old Wine, New Bottles?

 Traditional crimes that are committed or
enhanced with the use of technology

(Eg. Fraud, stalking)

* New crimes that have
Emerged as a result of a
technology

(Eg. “Hacking”/Unauthorised
Use)




Convention on Cybercrime

Fraud/Forgery Copyright Child
Infringement Pornography

HACKING

: THE ART-OF ExPLdiTAﬁo,N

Unauthorised Access, Modification, Impairment or
Interference with Data, a Data System, or a Computer






Cybersecurity

e Cybersecurity is the protection of data, data
systems and computers from unauthorised
access, modification, impairment or
interference.






Cyberwarfare

 Cyberwarfare involves actions taken to affect an
adversary’s information and information systems while
defending one’s own information, information systems
and critical infrastructure.

* Cyberwarfare differs from cybersecurity in that the
cyber-attacks are initiated through government
infrastructure (by the state) or are state sponsored.

* The cyber-attacks must either be used in armed
conflict or where there have been acts of use of force,
or in the lead up to armed conflict and use of force.






Trends &Threats

* No single Australian department,
organisation, corporation,
university, or military division has
the skill and resources available to
combat many of the current threats
that we will see today, and not the
capability to counter future threats.



No network or technology is immune from
attack. —_




* Cyber-security reports around the globe have
alleged high-scale state-sponsored espionage
of government and corporate information.




Even Luddites Can Participate

 Many forms of cyber-attack do not require
sophisticated computer skills or high levels of
start-up money.



Zeus Crimeware Kit

) ZeuS = Edit group - Mazila Frefox 3 -0 x

Dei= Zeab=ten Ansov Cvoow sseechen Dovs B

Cnlne bots

— Remote commands

Legs: rexeci htcp://==mm=—/idr3.exe
Seanch
Sezerh wih tempats

Uslozzed files

Save Cancel

Copyright © 2006-2007 ZeuS Group

et Wi B e Aok

The focts you need — fast

Zeus Botnet
DU,MMIE‘S

QuUICK REFERENCE

A Quick
Reference
for the

Rest of Us!

FR5E ¢ T4 48 fummmet o i s
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Weyland Utani for Macs

D http: //mysite. com/dir/gallery. php l Build I

http: //mysite. com/dir/injects. txt I Cancel |
D Encryption key I 24 I




Malware as a Service

Try-before-you-buy offers for malware
TpaduK Ha cnaounThI.
[Ona npobbl Bcem becnnatHo 100 nocetutenen!!!
LleHa
4 S 33 1000 noceTtutenen - Mpwu 3akase ot 1000 go 5.000
3.8 S 33 1000 nocetutenent - Mpwu 3aKkase ot 5.000 go 10.000
3.5 S 3a 1000 nocetutenei - Mpwu 3akase ot 10.000
Traffic for sploits
Free trial, 100 visitors!!!
Price
S4 per 1000 if buying 1000 — 5000
$3.80 per 1000 if buying 5000 — 10,000
$3.50 per 1000 if buying over 10,000

Courtesy of Peter Gutmann



Botnets For Hire
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Silk Road

anonymous marketplace

Weicome NS |

messages(0) | orders(0) | account(80.00) | settings | log out

(seen ) | W(O)

Drugs{1819)
Benzos(176)
Cannabis{417)
Dissociatives{49)
Ecstasy(187)
Opicids{162)
Other(242)
Psychedelics(232)
Stimulants{216)

Apparel(5)

Books(188)

Coliectibles(2)

Computer

equipment(3)

Digital gocds{147)

Drug

paraphernalia{62)

Electronics(9)

Fireworks(2)

Food(11)

Forgeries(51)

Home & Garden(1)

Jewelry(1)

Lab Suppties(9)

Medical(13)

Money(122)

Packaging(1)

Services(49)

XXX(52)

News:
» Who's your
aé favorite?
* Acknowledging
et DooOM Heroes

Ibogaine HCL 2 grams

“m::. "f,::?“"“" Metal Chamber Pipe * A new annonymous
o m.SO 1.78 market The
& 80 8 Armory!
* State of the Road
Address

.

HEROIN (AFGHAN) PURE  _Grape Wrecdk_ 250mg ZC E (4 ~ethyl-

STRAIGHT..
818.08

vomw Paety TIME = wee 2X
110mg
83.14

Ephedeing ¥l 48mg « 100
Toblets

B17.72 8435.22




re: subject

1 would recommand ak47 or mé , for sidearm mpS fike glock of borotta 92 5 road
mmmunuwm,nmmusomm 9 G5 | delete

ﬂhmdmhﬂdbm obtain especially for body ammor

re: subject

mmmmmamummmmwmmm:‘mumm 7 days wﬂlm

suitable for both jungle and urban combat. Would it be possible o see photos of the equipment you have

re: > 2 H ® F X T £ b L3
subject rd .\’ Tdays | read
yos for sure 1 g . M’ deiste
re: subject S U e ¥ U 0 S e "'
Understood. 8 days mm
Do think would bo of on a 3ed workd ? out of date
you m:::lu. capable of taking on a government organization? Probably using
re: subject tied
1 don want 10 tak about 8ays | delete

IHMMMIMI&M







Darkweb

Commercial Services

Buying and selling stufi auction houses, sales forums, gaming,

See also:’ The separate Drugs and Erolica sections for those specific services.

Contract Killar & - Kill your problem (snitch, paparazzo, rich husband, cop. judge, competition etc). (Host: FH)
BitPoker v1 93¢ - Poker (Bitcoin). (Host: FH)

Buttery Bootiegoing & - Get any expensive item from major stores for a fraction of the price! (Host FH)

Stal IVs &2 - Selfling fake ID's.

Bidcoin® - Like Ebay We increase the gross national product. (Host: FH)

Video Poker (7 - A casino that features “jacks or better” video poker. - DOWN 2011-08-07

Cheap SWATTING Senvice & - Calls in raids as pranks. (Host FH)

Data-Bay 7 - Buy and sell files using digital currency.

The Last Box & - Assassination Market (Bitcoin). - DOWN 2011-08-07

Pirax Web DDoS ¢ - Take out your enemies in seconds. (Host: FH)

Hacking Services - Hacks IM and Social Nets, does DDoS, sells bank/credit/paypal accounts. Se Habla Espanol. (Host
Emall Hacker & - Hacks emails (Bitcoin). (Host: FH)

CC4ALL# - Selling valid Credit-Cards. Most from Germany. (Host FH)

Slash’EM onlinz 2 - Super Lots'A Stuff Hack-Extended Magic tournament server (Bitcoin).

Rent-a-Hacker & - Pay a professional hacker to solve your problem, destroy your enemys (Host FH)
BitPoker vZ U 2 - New version of poker (Bitcoin). (Host: FH)

BacKopy & - Sells game. software and movie discs (Bitcoin). (Neglected status note) - Broken 2011-08-07
The Pirates Cove Z - Classifieds. (Host: FH)

BitLotto ¢7 - A lottery using Bitcoin. (Host FH)

Brimstone Entenainment & - Escort Ads, Strippers, Adult Entertainers. (Host. FH)

Red Dog Gaming # - Play black jack, rad dog poker and more (Bitcoin).

CoupanaTOR & - A service for getting retail coupons created (Bitcoin). (Host: FH)

Virtual Thingies 7 - Buy virtual goodies like premium accounts, usenet access or domains (Bitcoin). (Host FH)



* Organised criminal networks and terrorist
networks are involved in cybercrime,
cybersecurity AND cyberwarfare.



Internet Service Provider
Headquartered St. Petersburg (Pre-2004)




RBN — Bullet Proof Hosting up to 2004

25577
[CAL-AS C4L main AS]

3257
[TISCALI-BACKBONE Tiscali Intl Network BV]

-,

>
\

[ADAPTAS Adapt Services Lid]

?
-

24867

h
41173
[SB FAS SBT Telecom]

81.95.156.34

81.95.156.42 81.95.156.74 81.95.156.58 81.95.156.66 81.95.156.82

yd
20807
Creddink ISP Auton am cu s Sy s |

80.70.239.253

4005€
[REN-AS RBu ss Network])

41731
(SKCC-AS NEVACON L'TD]

3984€
[D: YS Delta Systems networ

2¥86E
[AKIMON-AS qki Mon Td ecom]



* Purchase large block of
IP addresses in
multiple countries

 China, Panama, the
UK, Bahamas, Taiwan,
Turkey, Malaysia,
Latvia, Estonia,
Singapore, Japan,
Korea and NOW in lran



http://www.bullethost.com/images/bulletproof_shieldb.png

Technical Innovation

F

Fast-flux Botnet

Onioning (deniable
encryption)

double fast-flux botnet
(Command and Control
in Peer to Peer Channel)

Use of Dynamic DNS for
IP addresses

Denial of Service anyone
who gets in your way




Iframe Cash, Stepan Kuchernko and Russian Business Network

ROCK PHISH

(2006, 36 banks, $200 million lost in 3
days)

citibank

MACQUARE

BANK

3% RBS
AR
The Royol Bonk of Scotiond

‘6@'.,_;. ‘

Lloyds TSE

STORM WORM

The new currency is coming

3,
i

w O X @ Awecoarrives

Y \ » % -
¢ & w L X g & w . X
Reply  ReplyAl Forward  Print  Delate Reply  RepvAl Forwad Pt Delete
From: - From: Poe vt - -
Date:  Tuesday, July 22, 2008 1:54 PM Date:  Tuesday, Juy 22, 2008 1:10PM
To: e e - Yu o s -
Subject:  The new currency is coming Subject:  Amero arrives
A A
You can forget about Dollars http:// 12230 (=) AMERO to replace Dollar hitpy/ 250161 =
v y
& Amero currency Union Is now the reality @ X & The AMERO currency replacing the Dollar « 0O X
Fis Edk Vew Toos Message Heb " b
! » n »
g & w . X g & w o X
Reply ReplyAl Forward  Pint  Deite Reply  ReplyAl Forward  Prit  Delete
Frome SO gty - fm s iod T Ui el -
Date: Tussday, July 22, 2008 1:05 M Date: Tuesday, July 22, 2008 1:37 A
To: . me— - To: L
Subject:  Amero currency Urion i now the reaity Subject:  The AMERO currency replacing the Doler

The Dollar disappeared hitp// 71.6% |

The Dollar disappeared htp/fi - 20423/


http://images.google.com/imgres?imgurl=http://cache.daylife.com/imageserve/06AveW64Ysdq1/340x.jpg&imgrefurl=http://www.daylife.com/photo/06AveW64Ysdq1&usg=__7686eX4DXs_F94unL9MZeJQsyIw=&h=424&w=340&sz=54&hl=en&start=15&tbnid=AjgUkzvzuKqU4M:&tbnh=126&tbnw=101&prev=/images?q=westpac+bank&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.northernbullants.com.au/media/nablogo.jpg&imgrefurl=http://www.northernbullants.com.au/pages/membership.php&usg=__8XOo0ALdb-j7gUE2ff3lwr3Fo-A=&h=500&w=342&sz=14&hl=en&start=2&tbnid=sTQRtglazCdk_M:&tbnh=130&tbnw=89&prev=/images?q=nab&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.linedanceaustralia.com.au/Flyers/CBA_Logo.jpg&imgrefurl=http://www.linedanceaustralia.com.au/Flyers/ldaamembenefits.htm&usg=__BiKATo6KxAV6qWUG4UpJnkfECco=&h=1036&w=1452&sz=73&hl=en&start=1&tbnid=daLy7r08Ny4MXM:&tbnh=107&tbnw=150&prev=/images?q=commonwealth+bank&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.freshwaterslsc.com/images/macquarie_new.gif&imgrefurl=http://www.freshwaterslsc.com/sponsors.htm&usg=__zL3tgLQofv4xcaxPmIeJ8cgGMh0=&h=157&w=152&sz=4&hl=en&start=3&tbnid=iIZVj_gzBJkgoM:&tbnh=97&tbnw=94&prev=/images?q=macquarie+bank&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.racecourseroad.com.au/DesktopModules/Store/Thumbnail.aspx?IP=/Portals/0/anz.jpg&IW=300&imgrefurl=http://www.racecourseroad.com.au/tabid/56/CategoryID/6/ProductID/11/PageIndex/1/Default.aspx&usg=__5NaDxU7J4Z3bxpyYfCP2LM9EodE=&h=300&w=300&sz=7&hl=en&start=3&tbnid=dUgfFxnQAsRwSM:&tbnh=116&tbnw=116&prev=/images?q=anz&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://ceoworld.biz/ceo/wp-content/uploads/2009/01/barclays-bank-logo.jpg&imgrefurl=http://ceoworld.biz/ceo/2009/01/14/my-heart-bleeds-barclays-to-cut-2100-jobs-worldwide/&usg=__L-ikOJLFtpO3GU4ZZAjsFRAxDRc=&h=300&w=300&sz=17&hl=en&start=1&tbnid=-FR4-VqRKy3wEM:&tbnh=116&tbnw=116&prev=/images?q=barclays&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.mydigitallife.co.za/images/JoJo/Citibank.jpg&imgrefurl=http://ipkitten.blogspot.com/2008/04/citibank-wins-dilution-case.html&usg=__l7RyZThoHAV97-3D4jpKr_Lr0iU=&h=521&w=2001&sz=76&hl=en&start=4&tbnid=V6iSOHzIu4MD2M:&tbnh=39&tbnw=150&prev=/images?q=citibank&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.buffalonetworking.net/blog/logos/HSBC.jpg&imgrefurl=http://www.buffalonetworking.net/blog/index.php?option=com_content&view=article&id=46:members-bio&catid=36:members&usg=__sSMW9aMPZIMYyVDF96meirL_TUs=&h=255&w=340&sz=9&hl=en&start=4&tbnid=1Q-IO5YL2q0QkM:&tbnh=89&tbnw=119&prev=/images?q=hsbc&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://pictures.directnews.co.uk/liveimages/Lloyds+TSB_918_18186232_0_0_606_300.jpg&imgrefurl=http://www.e4s.co.uk/news/articles/view/099/deal-information/Lloyds-TSB-student-launch&usg=__eD9Lh14-mdZb1CEKsu52OpftO0M=&h=294&w=300&sz=10&hl=en&start=2&tbnid=djSqt70pAFRg_M:&tbnh=114&tbnw=116&prev=/images?q=lloyds&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://www.kentfind.co.uk/images/directory/listings/62.gif&imgrefurl=http://www.kentfind.co.uk/directory/index.php?cat_id=45&usg=__ovif9r36ah7ZRiWQHn3kPYIEUFU=&h=225&w=222&sz=10&hl=en&start=10&tbnid=WdXQbe_PTmApFM:&tbnh=108&tbnw=107&prev=/images?q=royal+bank+of+scotland&gbv=2&hl=en

*Encrypted Executable Code
*Undetected by anti-virus products
*Embedded in a Rootkit
*Distributed by a Double FastFlux
Botnet = P2P system
*Botnet Herder linked to Eastern
European Organized Crime



Georgian Attacks

August 7, 2008 messages released to wider
Russian hacker community



Cyber Warfare on Georgia
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Denial of Service Attacks

Georgian banks, telecommunication
corporations, government websites, non-state
sponsored Russian newspapers, political
opposition (Eg. www.kasparov.ru)

All attacked in a coordinated fashion in the
middle of the night August 8, 2008



* |CMP traffic, not tcp

* Attacks generated from known RBN registrants
(Eg. Incasher.net)
e Attacks traced to ‘Abdullah Operation’ on

Turkish ISPs with known registered domain
names from Ukraine (WHOIS directory)



Russia Bombs Georgia

Bombs are dropped hours after cyber-attacks.




* To the outside world, all attacked Georgian
websites appear to be functioning

* As they stood on August 7

* DNS resolvers are not working - have been
subverted!



Connected to Critical Infrastructure
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Cyberwar is becoming a real threat
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Gauss

A portrait of Carl Friedrich Gauss by
Gottlieb Biermann (1824-1908). Photo:
A Wittman



Political and religious based hacking
on the rise

. Arabia decided to launch an attack ag
of Israeli banks, today, 01/17/12

! Saudi Arabia at the following address
1g, in addition there may be disruption

Arabia will continue, we will move to
e to weeks or even months.



“Cutting Sword of Justice”

apgouwligSoljl
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Spratley Islands and Scarborough Shoals




"Threatening world peace with ICBMs and

Nuclear weapons/Wasting money while his
people starve to death.”




Stealth

Your average espionage attack lasts

for 458 days until the organisation

discovers it has been attacked.
Many of these attacks are the
cyber equivalent of advance
persistent attacks.



Over-cover Intelligence

* Professional security experts gravitating to
lucrative over-cover intelligence of exploits

trade

* Governments, businesses and organisations
purchasing vulnerability and exploit
information but turning a blindeye to how it is
obtained



Dangers

Difficulty in traceback to the true source of an
attack.




Should this be part of the
cybersecurity agenda?

e
.
=y

L T T

EXPECT QN




twitter data logs as surveillance
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SHUTS DOWN
THE INTERNET,
SHUTDOWN
YOUR GOVERNMENT.




Aaron Schwartz




) Twitter / wikileaks: Was Aaron Swartz targeted as ... - Mozilla Firefox
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) Twitter / wikileaks: CRS Report (31 Jan 2013): ... - Mozilla Firefox
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Stratfor, US State Governement and Investment
Firm George K. Baum and Company

BSTRATFOR

», s
s \ 3y '
k waiting on kan to aeale a

¥ we think the Izzies have set bac
bomb we are like the CIA with their inability to predict just about =
amything. ‘

| Fred Burton: Stratfor

vy y V.



Crimes or Protests

OFFLINE ONLINE

Sit-ins Virtual Sit-ins

Barricades Denial of Service Attacks &
Website Redirection

Political Graffiti Website Defacements

Wildcat Strikes Denial of Service Attacks &
Website Redirection

Underground Presses Site Parodies, Blogs, Facebook
Protest

Petitions Web-Petitions (Eg. Facebook
Likes)
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Governments Cybersecurity Strategies

2010

*National Security
Strategy (UK)

*Canada’s Cyber Security
Strategy

*Conceptual Views
Regarding the Activities of
Armed Forces of the
Russian Federation in
Information Space

*The UK Cyber Security
Strategy: Protecting and
Promoting the UK in a
*Digitized World

US Strategy for Operating
in Cyberspace

*Strong and Secure: A
Strategy for Australian
National Security
*Cybersecurity Strategy of the
European Union: An Open,
Safe and Secure Cyberspace
*US Cybersecurity Executive
Order



What does cyber diplomacy look
like?

And cyberpeace?

Has security through obscurity been
replaced by security of absurdity?



